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 4.2.5 All information security measures, and policies defining them, will be regularly  
  reviewed and tested, including use of annual internal audits and penetration testing.  
 
4.3 Training, Awareness, and Personnel 
 
 4.3.1 Information security awareness training will be made available to all users. 
 
 4.3.2 Information security awareness and education campaigns will be delivered  
  throughout the year and measured for effectiveness in order to deliver continuous 
  improvement. 
 
 4.3.3 Where appropriate, pre-employment screening is in place. 
 
 4.3.4 Users that hold specific responsibility for security (e.g. ISOs) will have role- 
  specific  information security training.    
 
4.4 Risk and Asset Management 
 
 4.4.1 Information security risks will be managed in accordance with the University’s Risk 
  Management Framework. 
 
 4.4.2 Appropriate risk assessments will be carried out for information and IT assets in  
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http://www.sussex.ac.uk/ogs/policies/information/dpa/reportingdatabreaches


 
 

 
Document Control 

Document No ISP01 Version 6.2 Date Issued June 2024 
Author Cyber Security 

Manager 
Reviewed by UEG Department  ITS 

 
 

 Sussex’s network must also abide by the regulations outlined in the Janet Acceptable Use 
 Policy. Non-compliance with Janet regulations by University users could result in access to 
 this service being suspended or withdrawn completely for the entire institution. 
  

https://community.jisc.ac.uk/library/acceptable-use-policy
https://community.jisc.ac.uk/library/acceptable-use-policy


 
 

 
Document Control 

Document No ISP01 Version 6.2 Date Issued June 2024 
Author Cyber Security 

Manager 


